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Insights on Cybersecurity  
4:40 PM – 5:20 PM, April 17, 2024 

Changing Seasons: SEC's SolarWinds Complaint Demonstrates Regulator's Aggressive Enforcement on 

Cybersecurity 

• Summary of Individual Charges 

• 2020 SUNBURST Supply Chain Cybersecurity Attack 

• The SEC’s Allegations 

• Lessons Learned 

Summary of Amicus Brief on Behalf of CISO Community in SEC v. SolarWinds (filed by Freshfields) 

• CISOs know there is an inherent level of risk in cybersecurity 

• The SEC is sending CISOs conflicting messages on public disclosure obligations 

• The SEC’s position risks chilling internal discussions and self-assessments in the private sector 

• This litigation comes amid a critical shortage of cybersecurity professionals 

• The Court must consider the importance of public-private cooperation 

SEC Adopts Cybersecurity Disclosure Rule 

• Incident Reporting 

• Risk Management, Strategy & Governance Disclosures 

• Effect on Foreign Private Issuers 

• Timeline for Compliance 

What Companies Need to Know Heading into the 2024 Proxy Season 

• Cybersecurity Risk Oversight 

• Material Weakness 

• Incident Response Takeaways 

White House Releases Roadmap for Increased Cybersecurity Regulation 

• Shifting Liability to Private Actors 

o A new liability framework for software products and services (Initiative 3.3.1) 

o Software bill of materials (SBOM) (Initiative 3.3.2)  

o Federal procurement (Initiatives 3.5.1 and 3.5.2)  

• Compulsory Federal Standards for Tech and Critical Infrastructure 

o Critical infrastructure security (Initiative 1.1.2) 

o Infrastructure-as-a-Service security (Initiative 2.4.1)  

o CIRCIA (Initiative 1.4.2) 
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